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Security Operations Center Platform
Hop nhat SIEM va XDR bao vé thiét bi dau cudi va Cloud Workload

Bao vé toan dién ha tang cong nghé td chirc
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Security alerts
Time ~ Agent Agent name Techniques(s) Description Level Rule D
>Jan 22,2024 @ 09:55:20518 004 Windows TI218 Defense Evasion Signed Script Proxy Execution: C:MWIndows.... 10 255663

Giai phap Trung tam diéu hanh an ninh (SOC) cung cap kha nang giam sat va bao vé an ninh
manh mé cho moi tai san CNTT doanh nghiép bang cach sir dung cac chirc ning Quanly su
kién va thong tin bao mat (SIEM), Phat hién va phan h6i mé rong (XDR). Giai- phap SOC dugc
thiét ké dé bao vé tai san ky thuat sé va gia cudng thé tran an ninh mang toan dién cho to

chirc.

Bao veé thiét bi dau cuoi
° Panh gia cau hinh hé thong

o Phat hién ma doc

o Giam sat tinh toan ven tap tin

Hoat dong an toan
o Phan hoi su co

o Tuan thu quy chudn an ninh

o Chuan héa hoat dong CNTT

I\

Hé tro’ bdo mét thiét bj dau cubi da nén tang:

Tinh bao moi nguy hai

° San tim moéi nguy

@ Phan tich dif liéu nhat ky

€@ rhat hien 16 héng
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o Bao mat Container

o Quan Iy hanh vi
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Hgp nhat SIEM va XDR bao vé thiét bi dau cudi va Cloud Workload

Giai phap toan dien SIEM
Giai phap Quan ly su kién va thong tin bao mat (SIEM) la mot nén tang tap trung
dé tong hgp va phan tich dir liéu theo thdi gian thu'c dé phat hién mdi de doa va
murc do tuan thua an toan thong tin. May chia SIEM giam sat thai gian thu'c toan bo
hién trang an toan thong tin cia hé thong thong qua viéc thu thap dir liéu su kién
tir nhiéu nguon khac nhau: thiét bi dau cuodi (servers/desktops), thiét bi mang,
dam may va cac 'ng dung trong hé théng thdng tin cha td chirc.

= 0 Modules  Security events
Dashboard Events
B~ Search KQL N~ Last 24 hours
clustername: wazuh  + Add filter
Total Level 12 or above alerts Authentication failure

Alerts evolution - Top 5 agents s

20,000 @ macos

@ RHEL?

 Gacanaibbanibababibibai
uilﬁiiil il i i il ii

18:00

12:00 15:00

@ Amazon
Windows

Debian

21:00 00:00

timestamp per 30 minutes

Security alerts

Time + agent.name

> Aug 11, 2020 @ 10:13:49.493 Windows T1218

> Aug 10, 2020 @ 05:28:52.926 Amazon T1110

> Aug 10, 2020 @ 02:43:12.825 Debian T1190

rule.mitre.id

0O o

() Explore agent [2) Generate report

Authentication success

51

Top Mitre ATT&K tactics

i

rule.mitre.tactic rule.description

Defense Evasion, Execution

Credential Access

Initial Access

Kha nang van hanh

P N
Phan tich nhat ky bao mat

B&o vé cd sG ha tang td chirc, dap
'ng nhu cau tuan thd quy dinh an
toan bang viéc giam sat, kiém tra,
thong bado hoat dong thiét bi dau

\Euf)'i. J

(®
Dung tiéu chi SCA cua Trung tam

An ninh Internet (CIS) d€ xac dinh
cac cu hinh sai, 16 hdng bao mét

Panh gia an toan cau
hinh hé théng

trong cc s& ha tang doanh nghiép.

e ~

Phat hién 16 hong

Giam sat, phat hién va théng
bao chi tiét cac 16 héng trén thiét
bi dau cudi.

Signed Script Proxy Execution: C:\Windows\System32\svchost.exe 10

Apache: Attempt to access forbidden directory index. 5

>y
~

M
I(d"'_
Tuén tha quy dinh

Giai phap gilp t& chirc theo ddi va
chirng minh su tuan tha véi nhiéu
khuén khé quy dinh khac nhau nhuw
PCI DSS, NIST 800-53, GDPR, TSC

\ESOC2 va HIPAA. J

.

@ Credential Access
@ Defense Evasion
@ Execution

Initial Access

Privilege Escalation

rule.level rule.id

255563

sshd: Attempt to login using a non-existent user 5 5710

36306

Chirc néng

fr,.r"_

Canh bao va thong bao

Canh bdo va thong bao thai gian
thuc khi cé su c6 bao mét xay ra.
Nha quan ly ¢ thé tuy chinh canh
bao phu hdp cac nhu cu cu thé.

.

~

vy

fr,.r"_

B&o cao chi tiét SIEM

Tao cac bao cao chuyén sau cung
cap kha nang phan tich cao cap vé
cac su kién bao mat dién ra trong
hé thdng thong tin t6 chic.
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XDR chu dong bao vé hé thong thong tin

Nén tang Phat hién va Phan hoi Mé rong (XDR) cung cap giai phap an ninh toan dién giap
phat hién, phan tich va phan hoi doi véi cac moi de doa an ninh lién thong da nén tang trén
nhiéu Iép co sé ha tang CNTT doanh nghiép. May chu XDR thu thap dir liéu tir cac thiét bi dau
cudi, thiét bi mang, dich vu dam may, API cGia bén thir ba va cadc nguén khac dé thong nhat
giam sat va bao vé hé thong an toan.

= O Modules Incident response © ®

(%) Explore agent [3) Generate report

Dashboard Events

B~ Search KQL [~ Last24 hours

cluster.name: wazuh  rule.groups: audit  + Add filter

Alert groups Events
5,327 hits
May 19, 2020 @ 10:13:25.490 - Aug 17, 2020 @ 10:13:25.490

Connection blocked
‘“ ® 500

Process stopped
m I I Illll I |I II
D In_slilnnl. 11._11111L.

2020-05-24 20200531 2020-06-07 2020-06-14 2020-06-21 2020-06-28 20200705 20200712

@ rile quarantined

@ Application removed

Count

@ Ticket opened

timestamp per day

Time + agent.name rulegroups rule.description rule level rule.id
3 Aug 16, 2020 @ 22:39:18.199 RHEL7 Connection blocked Poor reputation IP address 196.52.43.89 blocked by firewall 9 100100
5 Aug 15, 2020 @ 16:29:31.754 Windows File guarantined File C:\Users\Administrator\Finance.doc quarantined 10 100125
5 Aug 15, 2020 @ 01:20:38.187 Debian Process stopped Compromised process /usr/sbin/httpd stopped 12 100232
> Aug 14, 2020 @ 03:10:14.366 Centos Application removed Blacklisted RPM nmap-ncat-6.46-19 removed 12 100206

Kha nang van hanh Chirc nang

San tim moi nguy Phan tich hanh vi

Co6 dong dir liéu bao cdo gilp nha L a e
quan ly rat ngdn thdi gian cho viéc gha; hledn Lrvatl{ng IfjhOk_\{Ql E@cr:nql
phan tich di liéu tir xa trén nhiéu b(“a't t?\ird'a ren cr?c_ \ed hanh vi
nén tang bao mat khac nhau. a ng/nguy hai.

Cam bién da nang bao
;

vé thiét bi dau cudi

Cam bién chay trén cac hé diéu
hanh phd bién nhat dé phat hién
ma doc, giam sat tinh toan ven
cla tap tin, doc di liéu thiét bi
dau cudi tir xa, thuc hién danh

Phan hoi ty dong

Tu dong phan hoi trudc cac mai
de doa giUp gidm thiéu rdi ro an
ninh hé thdng thdng tin cla t&
chirc.

Bao vé dam may dich vu

Bao vé dam may thuan tdy va
dam may két hgp, bao gom cg sd
ha tdng container bang cach phat
hién va U'ng phd véi cac mbi de
doa mdi.

B&o cao va tuan tha

gid 16 hong, quét cau hinh hé
thong va tu déng phan hoi cac
moi de doa tiém an.

Tich hop véi cac giai
phap cta bén thir ba

Giai phap md rong kha nang phat

hién madi de doa bang cach tich hgp

Thuc hién cac cudc ki€ém tra tuén
tha quy dinh d6i v&i cac quy
chuan va tiéu chudn bao mét nhu
PCI-DSS, HIPAA, GDPR, v.v.

cac giai phap cla bén thr ba va
hdp nhat dit liéu do tir xa tir nhiéu
ngudn khac nhau dé hop nhéat dir
li€u nhat ky thdi gian thuc.
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Kién truc va Phan hgp thanh

Nén tang SOC cung cap cac tinh nang XDR va SIEM bao vé dam may dich vu, container, may
chu, may tinh cau thanh hé thong thong tin doanh nghiép. Cac tinh nang nay bao gom phan
tich dir liéu nhat ky, phat hién xam nhap, phan mém doc hai, giam sat tinh toan ven tap tin,
danh gia cau hinh, phat hién 16 hdng va ho trg tuan tha quy dinh theo quy chuan an ninh
mang toan ciu. Giai phap SOC dua trén cam bién dudc trién khai trén cac thiét bi dau cudi
dudc giam sat dua trén ba thanh phan trung tam chinh: Server, Indexer va Dashboard.

Endpoint security agent Central components

O—(O————O—O Agentconnectionservice O— i Threat Intelligence
Agent modules Agent daeman v ; § PC Analysis engine g

) ; ‘ Decoding and rule matching - -
Active response Dataencryption O—O—0—O  Agentenrollment service o Vulnerabillty detection
v | : Carrelation and enrichment
Commandsxecution Modules management . o0 Syslog listener O—0 [O®  Reguiatory compliance

Raw data events

Configuratienassessment Remote configuration RESTful API service

Security alerts Filebeat:

Cortainersscurity

Server authentication

Cloud security

a W. dashboard /0 W. indexer

Searchengine Raw data events

File integrity menitering

Log collector

4 ' Query language . %
Data fiow H 9 Or Security alerts
control v ' Data analytics

Malware detection B
Visualizations and dashboards

Inventory data

Systeminventory.

Reports engine ! ; Long term storage Agent monitoring

Cac cam bién lién tuc giri cac su kién dén SOC dé phan tich va phat hién méi de doa. P& khdi
tao viéc chuyén dir liéu nay, cac cam bién dudc thiét 1ap két ndi dén may chu dich vu theo
cong mang quy dinh (cé thé cidu hinh theo yéu cau). SOC chiu trach nhiém giai ma va kiém
tra quy tic cac su kién da nhan bang céng cu phan tich chuyén dung. Cac su kién vi pham
quy tic sé dudc canh bao va liét ké chi tiét bao gom: ID va Tén. Cac hanh vi vi pham c6 thé
dugc dua vao mdt hodc ca hai tap tin, tuy thudc vao hanh vi vi pham cé khép véi quy chuan
an ninh xac dinh hay khong.

SOC central components

q W. server cluster

Server
E agent & Masternode o0—=o0 m W. dashboard

Filebeat
—© Analysis engine AP\ L

Vulnerability
D
[ g

agent
Nodes communication
master-worker
/C W. Indexer

E Worker node O—
Wezuhindere node
B Vulnerability
Cloudinstance Detector ; 1
‘ .n
°

agent

~— Endpoints

balancer

°
1.n @ Wazuh indexer node
°

Virtual machine o E Worker node o
agent
Analysis engine Filebeat
Vulnerability
Detector
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Cac to chirc trén thé gidi da tin dung SOCP

100+ Thousand

Enterprise users

15+ Million

Protected endpoints

Giai phap SOC hién dang bao vé cac doanh nghiép co6 gia tri hang nghin ty d6 la My va
trén hang triéu thiet bi dau cuoi. Giai phap nay dwoc cac cong ty I&n thudc top Fortgne
100 va hang tram nghin coéng ty tin dung trong viéc bao vé hé thong théng tin va ha tang

coéng nghé.
= Ormotus (]S Mondelez, Pl,llﬂl’(jus
.:ZII'S'(':IO" <[l INFERNACIONAL |ndra ebiSN M NYMBUS THALES
RICOH soveom @  Qifuer Rappi  planet
O rotvs il mecede  InfuIt. mnNvmsus  JMondeles,

{
DUBAI POLICE r—

a KIBO |- iNfernacionae  Standard Life

Tai sao khach hang lai chon giai phap SOC nay?

Kha niang mé rong dé dang

! Bat ct» noi dau va bang bat cir cach nao
Giai phap c6 kha nang linh hoat, dé
mé& rong cao va don gian, dong thoi
thich (rng vé&i nhu cau da dang cua
moi loai hinh va quy mé té chirc.

Cho du ban dang tim ki€m giai
phap tai cho, trén dam may hay
két hgp, gidi phap SOC lu6bn san
sang van hanh & bat cr dau ban
can va theo cach ban muén, thuén
tién nhat cho ban.

o

l"'

O Hiéu suat nang cao o Mot nén tang toan dién

C6 thé trién khai duy nhit mot cam Giai phap wng dung da dang cho

bién trén may tinh, may ao va
container. Cam bién c6 thé cai dit
trén hau hét cac hé diéu hanh phd
bién nhét hién nay dé mang lai hiéu
qua van hanh téi da.

| & JF
A

nhiéu trwong hop st dung va dich
vu gitip doanh nghiép quan ly bao
mat toan hé théng. Chiing téi cung
cap giai phap bao mat 360 do chi véi
mét nén tang.
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Giai phap va dich vu ho trg cua chiing toi

Trung tdm diéu hanh an ninh (SOC) 1a mét don vi quan tri tap trung chuyén nghiép véi
muc tiéu chinh: cai thién tinh hinh an ninh mang doanh nghiép bang hoat déng giam sat,
phat hién, phan tich, canh bao s&m va rng phé kip th&i véi cac sw c6 an toan an ninh
mang theo th&i gian thwc. Nhém quan tri SOC, c6 thé la ndi bo hoidc bén thi ba chiu
trach nhiém bao vé co s& ha tang CNTT cla té chirc v&i vai tro Blue team bao gom:
phong tha, giam sat, bao vé hé théng mang, hé théng thong tin va rng dung t6 chirc.

Cac chirc nang chinh cua SOC bao gom:

Lién tuc gidm sat: Theo doi toan bd mdi trudng CNTT 24/7 dé phat hién moi hoat dong
dang ngd hoic mdi de doa tiém an.

Ung pho su c6: Phan (rng nhanh chéng va han ché cac su ¢6 an toan an ninh hé théng
giGp giam thiéu thiét hai cho doanh nghiép.

Luon theo doi cac moi de doa: St dung phan tich dir liéu va nguon cap dir liéu vé mai de
doa bén ngoai dé cap nhat thong tin vé cac mdi de doa va 16 hong an ninh mang mdi
nhat.

Quan ly tai san so: Duy tri kiém ké tat ca tai san CNTT va cong cu bao mat dé dam bao
bao vé toan dién.

Bang cach phoi hop cac hoat ’dc}ng nay, SOC gitip cac té cl)l’rc duy tri kha nang phong
tha cha dong chéng lai cac méi nguy hiém va gia cwéng thé tran an ninh an toan mang
Iwéi thong tin td chirc.

Nhéom cong nghé ITServing® luén san sang ho trg doanh nghiép
bao vé hé thong thong tin va tuan thu cac quy chuan an toan an
ninh mang toan cau.
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